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Abstract:
An EMI workshop was organized at the EGI Technical Forum in order to gather the requirements of
Authentication and Authorization Infrastructure (AAI) for various Distributed Computing Infrastructures
(DCIs).
This workshop was held in order to pick the most relevant AAI issues should be supported by the EMI
common security infrastructure.
There will be presentations from Grid User groups, ESFRI projects and DCIs on which Authentication
and Authorization Infrastructure (AAI) systems they currently use or expect to use in the foreseeable
future. Also, issues and requirements for the future were presented.
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1. MILESTONE REPORT

The Workshop for “AAI for DCIs” was held on was held on September 14th at the EGI Technical Forum
in Amsterdam. The agenda is found here:

https://www.egi.eu/indico/sessionDisplay.py?sessionId=11&confId=48#20100914

In order to access this event a Google search with “AAI EGI Technical Forum” will give the above page.
All the talks given have been uploaded to the above timetable page of the event.

This workshop scheduled for this time as a meeting with National Grid Infrastructures (NGI), research
communities and ESFRI projects was easily scheduled at the EGI Technical Forum.

The main drive for this workshop was for the above-mentioned groups and communities and was held
very early in the project schedule, in agreement with the EU, in order to provide some early responses
and directions in the security area. These are needed in order to produce a first year security middleware
plan for harmonization between the three stacks and also a direction for the mid-term evolution of the
EMI security components.

There were approximately 40 participants in the workshop with half present being EMI project members.

2. WORKSHOP PURPOSE

The general purpose of the workshop is for the EMI project to understand AAI (Authentication and
Authorization Infrastructure) needs of current and future clients. This was achieved by having multiple
ESFRI (cite) projects, Grid communities and National Grid Initiatives to present their current AAI status
and future AAI needs.

In order to prepare for this workshop the following set of questions was sent to each participating project
or community.

For projects crossing national boundaries:

1. How are users currently authenticated?

(a) Which credential(s) is/are used?

(b) How is the user vetting done?

2. Is there a link to national identities? If so, how are different national identities leveraged?

3. Which types of resources are in use and how are users authorized?

(a) Resources accessed through Grid technology: computing resources, storage, etc.

(b) Resources accessed without Grid technology: computing resources, storage, etc.

(c) Web-based resources.

4. Where does the project want to be in 5 years with regards to authentication and authorization?

5. Are your users and resource owners happy with the current AAI scheme that you use?

For NGIs:

1. How are users currently authenticated?

INFSO-RI-261611 2010 c©Members of EMI Collaboration PUBLIC 4/??



AAI NEEDS FOR DCIS

Doc. Identifier:

Date: November 22, 2010

(a) Is there a national AAI infrastructure in place or in the process of being set up?

(b) Which credential(s) is/are used?

(c) Which policies do you have with respect to credentials? Do you support long-lived and/or
short-lived credentials? Are there any preferences?

(d) How is the user vetting done?

2. Is anonymous and/or pseudonymous access to resources supported?

3. Does the NGI support virtual organizations - if so, how?

4. Where does the NGI want to be in 5 years with regards to authentication and authorization?

The complete set of talks is available at:

https://www.egi.eu/indico/sessionDisplay.py?sessionId=11&confId=48#20100914

2.1. EARTH SCIENCES COMMUNITY

The Earth Science (ES) community is highly data-centric (archived and simulated) with multiple sources
and formats The Geographical Information System (GIS) based on the Web Service Specifications
(OWS) of the Open Geospatial Consortium (OGC), but does not specify authN or authZ. There is an
OGC call for OWS and Shibboleth interoperability and the following mechanisms are planned and on
test: HTTP Authentication, HTTP Cookies, SSL/X509, SAML, Shibboleth and OpenID.

For the ES community Shibboleth + OpendID (US) are relevant. For the ES Data centres and spatial data
infrastructures (eg. ESA) the problem is how to protect licensed data. For the compute infrastructures it
is recognized that X.509 credentials are needed. The problem is this case is that the X.509 credentials
are not in a browser and therefore are not usable in commercial clouds. The ES community would like
to use science gateways and therefore the ability to automatically generate appropriate credentials (robot
certificates) important.

In summary the ES community is asking for Access controls (ACLs) for both code and and data down
to a single user granularity. Also, federated identity and single sign-on (SSO) with the ability to switch
between Grid and Cloud as data is envisioned to be available on the Cloud. The preferred SSO should
be based on Shibboleth and/or OpenID.

2.2. BIOMED COMMUNITY

The Biomedical community has a set of stringent needs:

Preserve patient privacy Data protection Protect copyrighted data processing tools Specific application
services protection Protect sensitive activity (competing industries, e.g. pharmacy companies) Activity
traces protection

For data protection the system used must provide authentication for the various owners of the data and
authorization for actions. In addition, the data should be encrypted and protected by an appropriate
scheme.

In addition, the activities on a Grid should be protected in order to prevent competitors gaining an ad-
vantage through activity monitoring.

Authentication (in France) for all health professionals is provided by a national credential-bearing smart
card (CPS). These contain X.509 certificate issued by a single national CA and are CPS = smart-cards
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for Health Professionals identification in France Single national CA Authentication: Smart-cards with
X509 certificates on board Authorization: Nation-wide ID control server Client-side card readers + API

2.3. CLARIN PROJECT

The Common Language Resources and Technology Infrastructure CLARIN project (http://www.clarin.eu)
aim is providing language resources and technology in a user-friendly way to humanities and social sci-
ences researchers.

The AAI direction this project will take is to use EU-wide federated identities in order to access resources.
They plan to rely on the GEANT (cite) EDUGain (cite) to provide the trust between the national identity
federations. In the course of the work of many of these researchers, they are obliged to use licenced
software on infrastructures provided by CLARIN Service Providers (SP). A user’s national federated
identity is seen as a way to authenticate and get permission to use licenced software.

Some solutions interesting to the CLARIN project are: Embody the user identity in a certificate and
transfer this between services; Use SAML assertions in the form of the Relayed-Trust SAML assertion.
The workflow engine uses the original authentication assertion it obtained and build a specific RT SAML
assertion for itself and the web service it accesses.

Some issues noted in using federated identity:

• Multi-level WAYF screens.

• Attribute release consent dialog.

• Opt-in policy to give IdPs access to a SP.

• Sometimes even an additional contract to be signed per SP.

2.4. EUROFEL: PHOTON FACILITIES

The EuroFEL project is a research infrastructure for photon facilities made up of national facilities. The
facilities are booked and used by approx 10,000 users per year.

The EuroFEL project wants to base authentication on a Federated Single-Sign-On System by Shibboleth
(SAML), widely used in the academic world. Using the expertise at SWITCH. They plan to introduce
the photon/neutron community as new domain with one identity provider and one new federation. This
federation will then be used by universities, photon facilities.

Another AAI consideration is confidentiality. There is high competition among researchers (especially
structural biology) and therefore protection of identities on a while accessing resources is necessary.
Also there is a need for time-window structured access to experiments and data as these facilities are
heavily over-booked and used.

2.5. MOONSHOT PROJECT

www.project-moonshot.org

The moonshot project goal is to enable use of identity federations in non-web applications and also
address some current issues of web-based federations (such as “Where Are You From (WAYF)”).

The architecture is based on proven components (SAML, RADIUS, EAP, gss-api) in a similar manner
to eduROAM from GEANT. In general a secure channel is established from supplicant to a RADIUS
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server through which credential is passed. There is a strong focus on standardization and to deliver an
implementation to be shipped with Debian by August 2011

2.6. ILL: NEUTRONS FOR SCIENCE PROJECT

The European Neutron facility (www.ill.eu), composed of 40 instruments, with 1500 experiments/year
by 6000 users. There is a low volume of experimental data eg. 20TB since 1973.

ILL wants to provide federated services (across facilities) with a federated authentication. This should
lower the registration burden and provide a mechanism for shipment of users attributes. The Authenti-
cation mechanism should provide a solution not only for Web based applications, but also for network
connection and workstation access. The protocol/mechanism should be (easily) implemented in com-
mercial and open source software.

The authentication control should be provided either at the level of the home laboratory or at the level of
an EU central agency. Authorization and Accounting should be done at the service provider side.

2.7. ELIXIR PROJECT

The ELIXIR project is an ESFRI Project Consortium of 32 European organizations co-ordinated by
European Bioinformatics Institute (EBI) a part of the European Molecular Biology Laboratory (EMBL).
It consists of an e-Infrastructure with a current user base within Europe of at least one million (unique
IP addresses accessing EMBL-EBI). This provides the infrastructure to enable the utilization of the
Human Genome and all the other molecules of life, related data and services. Used in basic life sciences,
agricultural, environmental, pharmaceutical. Most of the data (10PB of disk in 2010) are available
without authentication the main exception is data relating to individual patients & volunteers

Currently the users accessing the majority of the data are not authenticated. Data that needs authentica-
tion in order to access is assessed on a case-by-case basis. Each data-set has a custodian that specifies
the mechanism for certification and authorization and an oversight procedure. In the future, this situation
is expected to continue (largely un-authenticated access). Authentication is seen to be unacceptable to
many users and those who need to access personal data usually understand the issues and are prepared to
accept the limitations that this imposes.

2.8. LIFEWATCH PROJECT

The Lifewatch project (www.lifewatch.eu) attempts to answer the questions what lives where, when does
it live and with what else ie. Biodiversity. The project is in the beginning phases and has data resources
ranging from excel sheets to Oracle DB. The access is generally open, but then data is restricted for
red-listed species. This implies that a fine-grained Authorization scheme is needed. This project would
prefer not to deal with X.509 credentials but would prefer to use Shibboleth or openID. Some issues
linked to federated identity were noted such as objection from resource owners that may not trust other
IDPs. An aggregation service provided by a third party may be more suitable (ie. eduGAIN-like).

2.9. HEP COMMUNITY

The High Energy Physics (HEP) community is one of the larger Grid communities, if not by number of
users, by computational data resources.
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The HEP community uses almost exclusively X.509 credentials issued by national certificate authorities
(CA) for authentication to and authorization within Grid resources.

The HEP Grid users work as part of a virtual organization (VO) that maps to the resources of the par-
ticular experiment to which they belong. These credentials have attributes , in the form of attribute
certificates (AC), added by the VO that describe the current and potential groups to which the Grid user
belongs and the roles they can perform.

National identities are used, to a certain extent, in that groups are created within a VO to reflect national
affiliation. These credentials are used to access all Grid resources.

There are some AAI issues noted by the HEP community in that the users do not, in general, like or want
to handle the X.509 credentials. The X.509 proxies cannot be imported into web browsers, limiting the
means of interacting with Grids. In order to avoid expensive authentication and authorization processes,
short lived tokens should be used to repeatedly access a particular service.

2.10. IT GRID COMMUNITY

The Italian (IT) Grid community, based on the Italian Grid Infrastructure (IGI), uses several different
methods to authenticate users. These include Unix Accounts (LDAP, Kerberos) X.59 Certificates and
Shibboleth federations. In order to obtain a credential, a user must be personally identified to the issuing
authority by government-issued identity card.

INFN has an AAI infrastructure in production which covers all INFN members. Based on LDAP/Kerberos
authentication it also supports Shibboleth and uses attributes registered in LDAP for authorization pur-
poses.

Federating Identities throughout IGI desirable ie. users should be allowed to access IGI resources re-
gardless of the organization with which they are originally registered. Shibboleth federation is especially
interesting as there is already an Italian federation: IDEM A requirement on the AAI system within IGI
is effective anonymity.

Access to Grid resources on IGI is through X.509 certificates. Online CAs maybe used to translate other
credentials into certificates. Some members of IGI also want the reverse process to be possible eg. map
grid credentials into other formats such as Shibboleth.

2.11. UK GRID COMMUNITY

The UK Grid community is served by the IGTF accredited UK e-Science CA that issues X.509 cer-
tificates. Users are authenticated face-to-face by a “trusted introducer” and and audit-able record kept.
Passports and drivers license are accepted as identity and the X.509 cert used by government tax author-
ities used to be accepted. The X.509 certificates are used for all the usual purposes: Getting attribute
certificates; Authentication to CEs, SEs; Authorization via VOMS; Identification for accounting; Trace-
ability. There is n authentication used for: information services.

The future plans for the UK Grid community is for easier certificate management. A specific Java tool,
more friendlier than browsers, for this purpose in order to speed signing/rekeying operations The UK
does have the UK Access Management Federation (AMF) (www.ukfederation.org.uk) and increased use
of federated identities is planned.
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3. SUMMARY

Overall, it is observed that the presentations followed a general theme:

• Grid users do not want to handle credentials themselves.

• Grid users would like to obtain X.509 credentials and VOMS attributes from other credentials and
vice-versa.

• Projects would like to use federated identities.

• Projects recognize that both national and international identity federations will become more im-
portant.

• User identities and actions on a Grid should be protected, anonymized.

• Projects realize that access to the majority of Grid infrastructures requires and will require in the
future, X.509 credentials.

The complete set of talks is available at:

https://www.egi.eu/indico/sessionDisplay.py?sessionId=11&confId=48#20100914

4. PROPOSED EMI RESPONSE

The statement that Grid users do not want to handle credentials themselves means that EMI will have to
interface to or provide a means to obtain credentials transparently. A service for doing this already exists
in the EMI stack, Short-Lived Credential Service (SLCS). Other services, external to EMI, also exist
eg. the Terena Certificate Service (TCS). With these services users can use another identity provider (eg.
Shibboleth) to obtain short or long-lived X.509 credentials for use on the majority of Grid infrastructures.

A service that is seen to be needed is the Security Token Service (STS), as outlined in the DoW. The
STS is a pluggable service that translates credentials between different formats. This should satisfy the
requirement for credential translation. If indeed, users from a Shibboleth federation want to use Grid
resources that are based on X.509 and VOMS attributes then the Shibboleth attributes will need to be
made available to the Grid services. A service to perform this task already exists, VOMS Attributes
from Shibboleth (VASH). VASH sits as a service between the Shibboleth Identity Provider (IDP) and the
VOMS service. One point to consider carefully would be the integration of the VASH functionality into
VOMS.

The requirement for the protection of identity and actions on a Grid infrastructure are also met by an
already-existing service. The Pseudonymity service works in conjunction with VOMS. This service
issues X.509 credentials with one-time identities that are subsequently mapped to the user attributes in
the VOMS service. These credentials have VOMS ACs added and are subsequently used to access Grid
resources. This service needs integration work in order for it to be released by EMI.

A combination of the above services should allow a potential user, possessing credentials from either
a National Certificate Authority or Identity Federation, to securely access the resources installed with
either of ARC, gLite or UNICORE.
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