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IV. DOCUMENT AMENDMENT PROCEDURE 

This document can be amended by the authors further to any feedback from other teams or people. 

Minor changes, such as spelling corrections, content formatting or minor text re-organization not 

affecting the content and meaning of the document can be applied by the authors without peer review. 

Other changes must be submitted for peer review and to the EMI PEB for approval. 

When the document is modified for any reason, its version number shall be incremented accordingly. 

The document version number shall follow the standard EMI conventions for document versioning. 

The document shall be maintained in the CERN CDS repository and be made accessible through the 

OpenAIRE portal. 

 

V. GLOSSARY 

Acronym Long Name 

Certificate Information issued by a trusted party. Used to identify an individual or system. 

Credentials 
Evidence asserting the user’s right to access certain systems (e.g. username, password, 

etc) 

EEF European E-infrastructures Forum. http://www.einfrastructure-forum.eu/ 

ECP Enhanced Client or Proxy 

SAML 
Security Assertion Markup Language: XML standard for exchanging authentication 

and authorization data. 

Shibboleth 

Federated identity management solution from Internet2/MACE (Middleware 

Architecture Committee for Education). It is the name of the architecture as well as 

the name of the open source implementation. 

SOAP Simple Object Access Protocol 

STS 

Security Token Service: A Web service that authenticates clients by validating 

credentials that are presented by a client. It can issue to a client a security token for a 

successfully authenticated client. 

VOMS VO Management Service (may sometimes also refer to the server hosting the service.) 

WLCG Worldwide LHC Computing Grid 

X.509 
A standard for public key infrastructures. It defines among other things standard 

formats for certificates. See http://www.ietf.org/rfc/rfc2459.txt for details. 

http://www.ietf.org/rfc/rfc2459.txt
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The complete EMI glossary is available at https://twiki.cern.ch/twiki/bin/view/EMI/EmiGlossary . 

 

VI. COPYRIGHT NOTICE 

Copyright (c) Members of the EMI Collaboration. 2010-2013.  

See http://www.eu-emi.eu/about/Partners/ for details on the copyright holders.  

EMI (“European Middleware Initiative”) is a project partially funded by the European Commission.  

For more information on the project, its partners and contributors please see http://www.eu-emi.eu. 

This document is released under the Open Access license. You are permitted to copy and distribute 

verbatim copies of this document containing this copyright notice, but modifying this document is not 

allowed. You are permitted to copy this document in whole or in part into other documents if you 

attach the following reference to the copied elements: "Copyright (C) 2010-2013. Members of the 

EMI Collaboration. http://www.eu-emi.eu". The information contained in this document represents the 

views of EMI as of the date they are published. EMI does not guarantee that any information 

contained herein is error-free, or up to date. EMI makes no warrantees, express, implied, or statutory, 

by publishing this document. 

 

https://twiki.cern.ch/twiki/bin/view/EMI/EmiGlossary
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1. BACKGROUND 

The Grid security model is based on X.509 certificate/key pairs for user authentication and as a 

method to transport authorization attributes. The experiences of the past years have shown that the 

management of X.509 private keys by the end user is a significant entry barrier for the wide adoption 

of Grid technology. PKI technology has turned out to be not easily understood by many users, and the 

average user often ends up leaving weakly protected copies of the private key corresponding to their 

X.509 certificate on various untrusted systems. What is more certificate and the corresponding private 

key handling is a non-trivial process: 

 There are many formats used for X.509 credentials storage: PEM, DER, PKCS12, JKS to 

name the most popular, and those often appear in different flavors, 

 The expiration and certificate renewal is a troublesome process: often users have to reinstall 

the certificate on many machines, and in different client-side applications, 

 This is especially a problem for roaming users, who access the Grid from untrusted and many 

machines. 

Several other technologies were investigated during the all phases of the EGEE projects, but no final 

conclusions had been reached at any point [R1, R2, R3, and R4]. In the EMI project a new general 

purpose service, Security Token Service (STS) is proposed to solve these types of problems. 

The design of the STS is based on the responses and requirements given in the "AAI needs of the 

DCIs" workshop [R5]. At this workshop it was noted that many users are already included in some 

type of institutional log-in system. Those systems are often a part of national or even international 

identity federation, which are wanted to be exploited for the Grid access. The most important use case, 

from the EMI perspective, is thus transforming the federated identity into the Grid identity, using open 

and standard protocols. The full list of user-cases may be found in [R5]. 

As it is difficult to remove the X.509 credentials from the underlying Grid middleware, they are to be 

hidden from the Grid users. Security Assertion Markup Language (SAML), on the other hand, can be 

considered as the de-facto standard in the national and international federations. Technically speaking, 

the most important use case is thus transforming a SAML assertion into X.509-based Grid identity on-

the-fly by using the EMI STS. The users are therefore not required to hold or manipulate their X.509 

Grid identity credentials. 

The requirement matrix from user communities was based on the initial analysis of the need of the 

ESFRI projects. This was originally done by the EEF. The requirements around ease of access, single 

sign-on and federated identity management were defined at that time and evolved into the series of 

FIM workshops and in the current FIM4R project. These requirements from user communities were 

summarized at the end of the EGEE project in [R9]. 
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2. SOLUTION 

The Security Token Service (STS) is a partial implementation of the OASIS WS-Trust specification 

[R6]. It is a service that can be used for transforming an existing security token into another security 

token format. A security token is defined in the WS-Security [R7] specifications as a collection of 

claims that can be attached into a Web Service message. The WS-Trust specification employs an open 

content model within its request and response messages. This provides maximal extensibility but also 

means there is a theoretically infinite number of messages that could be produced and yet remain 

compliant with the specification. The EMI STS uses a WS-Trust interoperability profile [R8] which 

attempts to strike a balance between the extensibility offered by the WS-Trust specification and the 

need to scope that functionality into a manageable set. The full design document of STS may be found 

at [R13]. 

From the point of view of the client the STS is a Web Service that, like any other Web Services, is 

accessed using the SOAP protocol. This means that any party capable of producing specified request 

messages and understanding response messages can act as a client for the STS. As the SOAP protocol 

is extremely widely adopted, many building blocks exist for implementing a client to STS. This is not 

dependent on the platform, programming language or even deployment: the STS client can be for 

instance a simple command-line tool, a local heavy client with rich GUI, or a Web portal. The 

architecture is modular and support for additional security token formats can be easily added. 

The token formats currently supported and implemented by the EMI STS implementation include 

Username/Password token, X.509 certificate, X.509 proxy certificate and SAML assertion. Existing 

external sources such as online Certificate Authorities, online credential repositories, VOMS and 

SAML authorities can be exploited by STS for aggregating the required information for the security 

tokens issued. By enabling the token transformation, STS can establish a trust relationship between 

different security and application domains. The current implementation of the STS focuses on a subset 

of all the possible functionality outlined with the WS-Trust specification. Specifically it implements 

the issuance of X.509 certificates and proxy certificates by exploiting the supported security tokens. 

STS is released in EMI 3 and is available at [R10]. The documentation on STS in EMI 3 can be found 

at [R11]. Since the STS is now available in the EMI 3 release, there had been concrete interest from 

the user communities and infrastructures to deploy it. A pilot project with EGI has been discussed in 

March 2013, but not yet started. The WLCG project plans to integrate STS as a method to provide 

security tokens (X.509 credentials) from identity providers. A pilot service has been set up and is being 

tested at CERN. The progress and results of this pilot project may be found at [R12]. 

The UNICORE project has developed, within EMI, a client side library for STS as a proof-of-concept 

of how user-level application can take advantage of the STS middleware service. This client library is 

integrated with the UNICORE command line client (UCC) and will be distributed as a technology 

preview as part of an EMI 3 update. This work can be followed in the EMI Savannah task [R14.] 
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3. SUMMARY 

The EMI project has sought and listened to the requirements and wishes, for security credentials, of 

Grid user communities. A solution has been provided that can be integrated to user client tools, the 

Security Token Service (STS). The STS is a partial implementation of the OASIS WS-Trust 

specification that can be used for transforming security tokens. The WLCG project has been proactive 

in their uptake of the STS for a pilot service in order that their client communities (the four LHC 

experiments) may understand how to integrate STS to their tools. 
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