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Abstract: 
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1. INTRODUCTION

1.1. PURPOSE

It  is  important  to  ensure  that  the  Software  produced  by  EMI  contains  as  few  software 
vulnerabilities as possible, so that when sites across the Grid install EMI software they can be 
confident that they are installing secure software. This is a very important aspect of software 
quality. Vulnerability Assessment is the proactive examination of software in order to find 
vulnerabilities that may exist, and is crucial in large software projects.  In this document the 
methodology for  performing vulnerability assessment  in  EMI is  described.   The Security 
Assessment Plan identifies which software components are going to be assessed during EMI 
and when the assessments are going to take place.  In addition the packages that have already 
been assessed are explained. 

1.2. DOCUMENT ORGANISATION

<This section contains a description of how the document is organized and a very brief description of  
each chapter>

1.3. REFERENCES

R

R

R

R

R

R

1.4. DOCUMENT AMENDMENT PROCEDURE

<The text can be adapted if  needed in case the deliverable needs special amendment procedures.  
Otherwise leave it as it is.>

This document can be amended by the authors further to any feedback from other teams or people. 
Minor  changes,  such  as  spelling  corrections,  content  formatting  or  minor  text  re-organisation  not 
affecting the content and meaning of the document can be applied by the authors without peer review. 
Other changes must be submitted to peer review and to the EMI PEB for approval.

When the document is modified for any reason, its version number shall be incremented accordingly. 
The document version number shall follow the standard EMI conventions for document versioning.  
The document shall be maintained in the CERN CDS repository and be made accessible through the 
OpenAIRE portal.

1.5. TERMINOLOGY
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EGI
European Grid Infrastructure http://www.egi.eu/

FPVA First Principles Vulnerability Assessment

SLA Service Level Agreement

SVG The EGI Software Vulnerability Group

UMD The EGI Unified Middleware Distribution 
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2. EXECUTIVE SUMMARY

The University of Wisconsin/Universitat Autònoma de Barcelona Middleware Security and 
Testing Group have developed and are continuing to develop the First Principles Vulnerability 
Assessment  (FPVA)  methodology  for  assessing  software  for  critical  vulnerabilities.  This 
methodology is manual, and it typically takes several months to assess one piece of software. 
Assessments  of  several  major  middleware  systems  have  been  carried  out,  significant 
vulnerabilities found in many of them, and the developers helped with remediation strategies. 
FPVA is being applied to various security related middleware packages supplied by EMI as 
part of the Quality Control process.  This document lists which pieces of middleware have 
already been assessed, lists which pieces of software have priority for assessment during EMI, 
and includes a timetable for planning which software will be assessed during EMI given the 
effort currently available. 
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3. THE VULNERABILITY ASSESSMENT PROCESS 

3.1. FIRST PRINCIPLES VULNERABILITY ASSESSMENT

Vulnerability assessments are carried out following the approach called First Principles Vulnerability 
Assessment (FPVA). FPVA is a primarily analyst-centric (manual) approach to assessment whose aim 
is to focus the analyst’s attention on the parts of the software system and its resources that are mostly 
likely to contain critical vulnerabilities. FPVA is designed to find new threats to a system, as it is not  
dependent on a list of known threats.

The five steps of FPVA are:

• Architectural Analysis: It consists on identifying the major structural components of 
the  system,  including  modules,  threads,  processes,  and  hosts.  For  each  of  these 
components, identify the way in which they interact, both with each other and with the 
users. The attack surface is clearly determined.  The artifact produced at this stage is a 
document that diagrams the structure of the system and the interactions amongst the 
different components and with the end users. 

• Resource Identification: It consists on identifying the key resources accessed by each 
component  and  the  operations  supported  on  those  resources.  Resources  include 
elements such as files, databases, logs, and devices. For each resource, describe its 
value as an end target or as an intermediate target. The artifact produced at this stage is 
the diagrams of the resources used, including the components accessing the resources. 

• Trust and Privilege Analysis: In this step we identify the trust assumptions about 
each component, answering such questions as how are they protected and who can 
access them. Trust evaluation is  also based on the hardware and software security 
surrounding the component. Associated with trust is describing the privilege level at 
which  each executable  component  runs.  The privilege  levels  control  the  extent  of 
access for each component and, in the case of exploitation, the extent of damage that it 
can accomplish directly. A complex but crucial part of trust and privilege analysis is 
evaluating trust delegation. By combining the information from the first two steps, we 
determine what operations a component will execute on behalf of another component. 
The  artifact  produced  at  this  stage  is  a  further  labeling  of  the  components  and 
resources  diagrams  with  trust  levels,  privileges,  and  interactions  with  delegation 
information. 

• Component Evaluation: In this step we examine the critical components in depth. 
For large systems, a line-by-line manual examination of the code is infeasible, even 
for a well-funded effort. A key aspect of our technique is that this step is guided by 
information obtained in the first three steps, helping to prioritize the work and focus 
the search, so that high value targets are evaluated first. The artifacts produced by this 
step are vulnerability reports, including suggested fixes, to be provided to the software 
developers. 

• Dissemination of Results: Once the vulnerabilities are reported, the next step is for 
the developers to fix them. After the vulnerabilities are fixed, and the groups using the 
software  being assessed  have  had time to  update  to  the  new security  release,  the 
vulnerability reports are disclosed.  It is important to note that a vulnerability report 
will never be made public without the approval of the person responsible for the piece 
of software being assessed.
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4. DESCRIPTION OF THE COMMUNICATION PROCESS 

The  assessment  process  takes  place  with  the  co-operation  and  frequent  communication 
between those carrying out  the assessment  and the developers of the software.  The more 
insight the persons assessing the software can gain the more efficient the activity.
After  the assessment  has taken place,  the findings  are  communicated to  the development 
teams, along with recommended action to fix the problems. In the case of EMI software, the 
EGI  SVG  will  also  receive  information  on  the  findings,(by  e-mail  to  report-
vulnerability@egi.eu)  according to the Service Level Agreement (SLA) between EGI and 
EMI, which will be treated as vulnerabilities in the middleware supplied by EMI to the EGI 
UMD.
The development team is then given time to fix problems found, and information on these 
vulnerabilities  is  treated  as  confidential  information  until  the  vulnerabilities  have  been 
resolved, and versions of the software which do not contain such vulnerabilities are available 
for widespread distribution.
After the issues have been fully resolved, and sites have been given time to update, then the 
assessors may make information on vulnerabilities public. 

Of the EMI components, so far VOMS Admin 2.0.15 had been assessed using FPVA. Serious 
vulnerabilities were found and reported to the development team, together with possible fixes. 
The  development  team  is  currently  working  on  fixing  the  vulnerabilities  found.   The 
vulnerabilities are not disclosed yet, but will be after they are fixed and the different user 
groups have had time to update to the new security release.  
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5. PLANS FOR PACKAGES TO BE ASSESSED DURING 
EMI 

The nature of the assessment technique means that it  is very time consuming, plus only a 
small  number  of  people  are  funded  to  work  on  this.  Hence  only  a  small  number  of 
middleware packages can be assessed during the project. Also, before the assessment process 
gets under way, it is very difficult to estimate the time the assessment process will take, hence 
it may not be possible to assess all packages planned or it may be possible to do more than 
originally planned. 
The main suppliers of packages within EMI are gLite, ARC, Unicore and dcache. 
Priority 
This list of packages which are considered priority has been defined after various discussions 
between the EGI Software Vulnerability Group (SVG) and the EMI assessment group.  
gLite 

• Argus 1.2.  Argus is the gLite  Authorization Service.  It is intended to provide consistent 
authorization decisions for distributed services (e.g. compute elements, portals). Argus 
consists of 3 main components: (a) the Policy Administration Point (PAP) to manage 
policies; (b) the Policy Decision Point (PDP) to evaluate policies; and (c) the Policy 
Enforcement Point (PEP) to enforce policy decisions.
Note that a Vulnerability Assessment is already in progress for Argus at the time of 
writing. 

• gLexec 0.8:  gLexec provides and identity mapping service.  It has been assessed in 
the past and has since undergone a re-write, mainly to address some of the problems 
found by these assessments. It is necessary to re-assess the new version, and this is 
already in progress.

• VOMS Core: It is an Authorization System for Virtual Organizations developed to 
solve the problems of granting users authorization to access the resources at VO level, 
providing support for group membership and roles.  

VOMS Core is composed by three main parts:

*  There  is  a  server  component  (vomsd)  which  waits  for  mutually  authenticated 
connections from users, and issues Attribute Certificates based on the specific request 
received from the user and limited by internal policies and by the status of the user in a 
connected DB (mysql or Oracle).  Examples of limitations are: "Is the user known?", 
"Does the user have the right to request this specific attribute?", etc.

* Then there is a set of command line utilities that do the following: contact the server 
to obtain the AC and include it into a proxy (voms-proxy-init), print the contents of the 
proxy (voms-proxy-info), destroy the proxy (voms-proxy-destroy), get the list of all 
attributes that the server may grant the user (voms-proxy-list -- actually an hard link to 
voms-proxy-init), and create a proxy with the corresponding AC via command line 
(voms-proxy-fake).  This last command can create credentials indistinguishable from 
those created by the voms-proxy-init/vomsd combination, except for the fact that they 
will not be signed by the right certificate.  Furthermore, by design it is very easy to 
create  weird  or  invalid  credentials  with  this  command.  

* Finally, there is a set of APIs, in C, C++ and Java that can be used to implement all 
of the above features, and are actually used in both the command-line tools and on the 
server.
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• CREAM:   This   is  a  job  management  system for  local 
computational  resources.  The  CREAM  (Computing  Resource  Execution  And 
Management)  CE implements a Grid job management service available to end users 
and  to  other  higher  level  Grid  job  submission  services.  It  allows  the  submission, 
management  and  monitoring  of  computational  jobs  to  local  resource  management 
systems. 
The Developers are:

 for the server part: Luigi Zangrando, Eric Frizziero and Paolo Andreetto
 for the client part: Alvise Dorigo
 for the configuration module: Sara Bertocco

Note that for EMI-2 CREAM will undergo a major re-write in order to support the 
EMI-ES (Execution Service) specification.

• WMS:  This  is  the   gLite  Workload  Management  System (gLite  WMS)  and  was 
developed as part of the DataGrid project. It is a software service of the gLite suite 
which is responsible for distributing and managing tasks across computing and storage 
resources available on a Grid. WMS assigns user jobs to CEs and SEs belonging to a 
Grid  environment  in  a  convenient  fashion,  so  that  jobs  are  always  executed  on 
resources that match the job requirements, and rid-wide load balance is maintained 
(i.e. jobs are evenly and efficiently distributed across the entire Grid).

Unicore 

• TSI:  The Target System Interface provides an interface between UNICORE and the 
individual  resource  management/batch  system  and  operating  system  of  the  Grid 
resources.

• Gateway:  It is an authenticating web proxy service for web service requests (SOAP 
messages) and normal HTTP traffic of the UNICORE Grid middleware.  Is the single 
entry point for all UNICORE connections into a Usite.
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Table 1 shows a summary of the main features for each tentative 
software package to be assessed throughout EMI.

VOMS Core CREAM WMS TSI Gateway

Author
Vincenzo 

Ciaschini & 
Valerio Venturi

Multiple 
Authors 
(see text 
above)

Multiple 
Authors

Multiple 
Authors

Roger Menday

Programmin
g Language C, C++, Java

Server 
Java 

Client C+
+

Mainly C+
+

Perl Java

Lines  of 
Code

C:           30753 
C++:       10138
exp:          7955 
java:         7754

Server 
32000 
Client 
14000

190000 6300 6700

Version  to 
Assess

2.0 CE 1.6.4 3.2 6.4.0 1.4.0

Stability yes 2.0 NO yes yes

Contact

Vincenzo 
Ciaschini

Massimo 
Sgaravatt
o

Marco 
Cecchi

Bernd 
Schuller 

and 
Krzysztof 
Benedycza

k

Bernd Schuller 
and Krzysztof 
Benedyczak

Table : Tentative packages to be assessed 
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6. DETAILED PLAN AND PROVISIONAL SCHEDULE 

Unfortunately, due to effort limitations, not all of even the higher priority packages can be 
assessed.   This  provisional  schedule  therefore  includes  only a  small  number  of  packages 
which should be assessed during EMI.
Currently  Argus  and  gLexec  are  being  assessed.   These  assessments  are  expected  to  be 
finished at the end of March 2011.  Argus is being assessed by Manuel Brugnoli (UAB) and 
gLexec by Daniel Crowell (UWM).
The assessment of VOMS Core will start by April 2011, will be carried out by UAB, and it is 
expected to take 6 months.
The assessment of either TSI or Gateway will start around November 2011. Which of these 
packages is assessed will depend on which is determined to be more critical.
The assessment of CREAM will start by about May 2012, depending on whether the re-write 
is completed. This will be carried out by UAB, and it is expected to last 6 months. 
This is the provisional for the next 2.5 years, on the assumption that the current resources are 
available.  The remaining time will be used for requests that we cannot anticipate now, and for 
re-assessing the software assessed during the project. Such re-assessments include verifying 
that the fixes have effectively removed the vulnerabilities found and did not introduce new 
vulnerabilities.  If  more  effort/resources  are  found the  next  priority would  be  to  the  most 
security crucial software from dCache and ARC.  
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7. CURRENT STATUS 

Currently the assessment of VOMS Admin is finished, and gLexec 0.8 and Argus 1.2 are 
being assessed.  It is expected that both assessments will be finished by the end of March 
2011, though as the assessments are carried out manually, it is not possible to establish an 
exact ending date.
Packages assessed prior to EMI 
Various packages have been assessed using the techniques developed prior to the start of EMI, 
these include Condor 6.6-6.7, SRB (Storage Resource Broker) 3.4.1, gLexec, MyProxy 1.0-
4.4, Gratia Condor Probe 1.04.4d-1 1.06.13b-1, Condor Quill, Condor Privilege Separation 
7.4.1, and CrossBroker.  The assessment of Wireshark is an ongoing effort.
Information and reports can be found at http://www.cs.wisc.edu/mist/includes/vuln.html
The assessment of VOMS Admin 2.0.18, which is part of EMI was started prior to the start of 
EMI is already finished.

Packages already assessed during EMI 
The assessment of VOMS Admin 2.0.18, which is both part of EMI and assessed during EMI 
is  completed.   Some  important  issues  were  found  and  have  been  addressed  by  the 
development  team.  The  new version  is  currently  in  staged  rollout  and  its  full  release  is 
imminent.. 
Packages in Work 

• gLexec 0.8
• Argus 1.2
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8. CONCLUSIONS

FPVA is a very effective method for finding vulnerabilities that may exist in a software package. This  
method is  being applied to several EMI packages.  Finding and fixing vulnerabilities increase the  
security and quality of the software provided by EMI and installed on the EGI infrastructure and other  
Grid infrastructures across the world. 
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