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Introduction 

In this note we make some introductory considerations on the possibility to take advantage of the new 

multi-level grid monitoring framework based on Nagios for the security monitoring of the grid farms. 

The document is structured as follow 

 Section 1 provides a short overview of the new multi-level monitoring framework designed by 

the Operations Automation Team (OAT).  The main philosophy and design component are 

described as proposed by the OAT working Group. 

 In section 2 we point out how this new approach to the grid service monitoring can be adopted 

for the security monitoring at the project/ROC level. At last, a short work plan to integrate the 

security monitoring into the OAT framework will be envisaged.  

 1  OAT multi-level monitoring framework 

Most of the content illustrated in this section are based on what has been written in the Operations 

Automation Strategy document
1
. As mentioned in the document, the new monitoring framework has 

been redesigned in order to benefit from existing system network monitoring tools, the OAT suggested 

solution for a grid monitoring system is the EGEE-Nagios
2
. Different instances of this monitoring tool 

check grid services in a multi-level context (site, regional operation center (ROC), project and VO), 

providing each level with the proper alarms related to fault situations detected by the probes executed 

by the tool. Results generated on each of the levels can be send to the common messaging bus from 

which they are available to any subscriber registered. 

In the next paragraphs we will focus only on the two level related to the site and the ROC monitoring. 
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 1.1  Site and ROC monitoring 

At the site and ROC level EGEE-Nagios instances execute periodic grid probes versus the grid services 

that need to be monitored. At a first glance, differences between a site and a ROC instance can be seen 

in the set of grid probes and in the frequency used to execute them. In fact while in a typical site it is 

expected to run such probes at a relatively high frequency (e.g. every 2 to 5 minutes), a ROC instance 

can execute a relevant subset of the grid probes executed at the site instance, at a less frequent interval 

(e.g. every 30). Another distinct difference is the way how probes are executed against the tested sites. 

While a site-level Nagios can be allowed by the local policy to access internal parts of the services, the 

Nagios instances from other levels only use the public interfaces officially provided by the sites tested. 

The OAT currently operates a ROC-level Nagios for each ROC, which are supposed to be taken over by 

the individual ROCs. The OAT also encourages sites to install their site-level instances. Having such a 

local Nagios installed, however, is not mandatory for sites. On the other hand sites that already run 

Nagios can continue to use it since the EGEE Nagios is based on standard Nagios distribution. 

Other aspects that are worth mentioning in this framework are related to the different systems and 

components which interact with or are part of the EGEE-Nagios tool, the most important of them is  the 

Nagios Config Generator
3
 (NCG) module that is able to automate the generation of the environment 

needed by Nagios for running standard grid probes. 

This component queries different grid topology providers and a metric description database in order to 

generate proper set of Nagios configuration files able to set up hosts and services to be monitored 

together with the probes to be executed. 

At last, in the following three paragraphs we will briefly describe two major components that act as 

sources of information for the NCG: the Aggregated Topology Provider and the Metric Description 

Database, as well as the router of messages designed for the messaging system. 

 1.2  Aggregated Topology Provider (ATP) 

Combining information from several topology sources into a single coherent view can benefit all that 

tools and applications that need an integrated source of information to query whenever they need to 

collect relevant information about grid infrastructure, site deployments and VO configurations. Such 

providers stand at the project level supplying for snapshots of current grid topology, as well as history 
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of the aggregate one, by means of programmatic interface (e.g. GOCDB programmatic interface
4
), 

direct SQL access to relevant RDBMS and messaging system to get updates for the latests change in the 

topology. A standardization of the information format stored in the topology sources is crucial for the 

interoperability between the different sources and the aggretated topology provider itself. The ATP has 

been designed to provide a single service caching data from multiple topology providers (e.g. GOCDB, 

Top/Site BDII). The ATP also provides a query mechanism to obtain information from the cache. 

 1.3  Metric Description Database (MDDB) 

This kind of database is deployed at the project level, it contains the metadata which describe both the 

metricsets and metrics that can be used to test the services. The functionality of this database depends 

on the GOCDB tool in terms of gathering grid site names, their service type and all the relevant 

information stored into it (e.g. list of different roles for the registered users). At least, the metric 

description database is also able to allow the customization of tests that are executed by the EGEE-

Nagios tool together with the definition of new metrics, metric sets and calculations by means of a not 

better specified Web interface. 

 1.4  Messaging System for Grids (MSG) 

The proposed MSG architecture
5
 implements both the point-to-point and publish-subscribe models, in 

the former publisher sends a message to a destination, named queue, and a consumer reads from the 

queue while in the latter publishers create messages and publish them to the MSG with a topic assigned, 

in addition consumers create a subscription to a topic to receive messages that meet certain criteria. 

For both models a messages broker or a network of brokers act as an intermediary between producers 

and consumers routing all the relevant messages. The OAT operates such a network of brokers, which is 

available to the EGEE users. 

 1.5  Securing the test results 

Security tests produce sensitive data, which must be secured properly against unauthorized access. 

Although current test results do not require any security mechanism in place, to protect results of 

security test we need to secure data being delivered in the MSG and also to provide sufficient access 

control mechanisms to the repository where the results are stored (usually the Nagios instance that 
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launched the test)
 6

. 

To our current knowledge, the MSG implementation used does not provide any security services, hence 

security precautions must be applied on the level of individual messages and performed by the producer 

putting data into the MSG (usually the probe itself or Nagios). In order to control access to data stored 

on the Nagios server, the standard mechanisms offered by Nagios can be used. However such feature is 

not enabled on the current ROC-wide installations yet. 

For what concern the notification on both failures and recovery alerts, notifications for test results can 

be generated by the EGEE-Nagios on the form of email, text and pager messages. By default the EGEE-

Nagios tool is configured to send email notifications to the contact mailing list that each site specified in 

the GOCDB repository at the time of its registration to the EGEE grid. The contacts used to send 

notifications should be synchronized with the GOC DB. Another issue we should consider is how can 

be verified the authenticity of the results and their possible non-repudiation. This is not of much concern 

for security monitoring, but other test (such as ones computing SLAs/SLDs) might be much more 

concerned. 

 2  Security Monitoring with OAT 

The primary goal of the security tests is to achieve and keep a high level of overall security on the 

project level. Security monitoring will provide the project (or ROCs) with an overview of situation on 

sites. The ROC/project-level monitoring tools will run security-oriented tests utilizing the public 

interface of sites and make the results available to responsible people. If possible, results of site-level 

delivered via the MSG can be processed too, being subject to the same access control mechanism as 

data collected by own probes. The latter case is not expected to happen very often, since the OAT 

infrastructure does not envisage such data flow coming from sites. The OSCT will primarily address 

monitoring performed from the project/ROC levels. Site-level security monitoring goes beyond the 

scope of the OSCT and currently is deemed as minor. Support for site level monitoring will be only 

limited and focused on cases having influence on the overall grid infrastructure. 

                                                 
6
 The only exception is encryption done by the Grid Configuration Monitoring (GCM) approach, which also allows for more 

fine grainded authZ. However, using GCM would introduce another level of complexity and is not covered by this paper. 

For more information on the GCM please refer to the following slides: 

 http://indico.cern.ch/materialDisplay.py?sessionId=4&materialId=3&confId=45482  

 

  

 

http://indico.cern.ch/materialDisplay.py?sessionId=4&materialId=3&confId=45482


  5 

On the other hand, it is important to note that Nagios is a well known monitoring tool already used by 

many sites. It's presumable that some experience already exists and some security tests are already used 

by the Nagios community. Therefore, mere deployment of site-wide Nagios can also contribute to 

increase the overall security of the site. Despite the orientation on ROC/project level, the OSCT will 

strive to develop probes that can be used by sites as well. As part of the activity, the OSCT will also 

produce a list of tests that are recommended to be performed by the sites on their facilities. 

 2.1  Assumptions 

We now turn into some assumptions that can be considered as a starting point for the discussion as well 

as a sort of guidelines for the integration of security tests into the EGEE-Nagios framework. 

1. The new monitoring infrastructure will not be based on SAM anymore. All the currently existing 

SAM probes will be migrated to what has been defined as the metric description database, 

furthermore  tests will be scheduled by the EGEE-Nagios tool framework 

2. The commonly deployed framework will be based on the Nagios system monitoring tool. Grid 

sites will be free to choose whatever system monitoring tool they wish if it provides an interface 

able to publish test results to the messaging system. 

3. The new monitoring infrastructure will have a hierarchical structure. There will be EGEE-

Nagios instances deployed both at the site (Site-Nagios) and the ROC (ROC-Nagios) level. 

4. Typical Site-Nagios will execute grid probes versus the site grid services at a relatively high 

frequency (e.g. every 2 to 5 minutes), contemporary a ROC-Nagios instance can execute 

relevant subset of the standard grid probes versus the sites at a less frequent interval (e.g. every 

30).   

5. Custom probes can be added both at the ROC and site level. While ROC level probes will be 

executed remotely at sites accessing their public grid interface, at the site level custom probes 

can be integrated locally using the native Nagios framework. OSCT will primarily address the 

integration  of security probes at ROC level Nagios.    

6. There will be a way to establish, at the messaging system level, which results will be available 

to whom. Some data must be made available in encrypted form. 
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 2.2  Security monitoring in the new framework 

One of the main goals is to specify the information flow and mechanisms to evaluate the results. 

Security people (be it project security staff – security officer, ROC security contacts, or OSCT-DC) 

must be aware of what functionality is available and what steps must be taken when a problem is 

detected. Data gathered during monitoring can also be important for an incident resolution, which also 

requires that people who are involved is such activities have tools and knowledge necessary to access 

and utilize the data. 

Currently, the only security tests on the project level are performed by the SAM framework. There are 

two production tests launched regularly against the CE's, one to check the freshness of the CRLs and 

another one checking filesystem permissions of selected files. There is also a Pakiti probe available to 

collect data about security updates, which is not used in production, though. 

We will port the existing probes to the new framework, which will allow us to get practical experiences 

with its usage. The OSCT is also going to produce additional tests, which will be integrated in the 

framework based on previous experience. Every tests launched from outside a site will respect the 

autonomy of the site and will not require any special interface, apart from the ones exposed by the site 

already. One of key technical aspects that must be resolved is related to the protection of the data 

handled by the system, especially the protection from its leakage. One big issue could be related to the 

encryption of sensitive data sent over the messaging system. In fact even if it could be possible to 

encrypt messages using public key cryptography, the MSG doesn't implement this feature yet, moreover 

the access control to messages in the bus seems not clear. 

In order to ensure confidentiality of the results, we propose to utilize the established Public Key 

Infrastructure (PKI)  and to encrypt the sensitive data with a public key of the supposed consumer. We 

intentionally do not go into details in this document since the management of certificates may turn out 

to be complex, and only note the need to consider all aspects properly. 

In order to provide sufficient access control, we foresee to utilize the existing Nagios mechanism. The 

EGEE-Nagios inherits the Nagios web interface as the point of aggregation and visualization for all the 

test results, furthermore the web interface offers a large range of actions that can be done over the hosts 

and services being monitored (e.g. reschedule checks on demand, set downtimes, report availability 

trends). Apache access control mechanisms to the sensitive data are consequently supported by the 

Nagios tool through different solutions, in fact it is possible to restrict both visualization and event 
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handlers using standard Apache mechanisms. We suggest to use TLS/SSL connections ensuring 

confidentiality of the data transferred and use PKI-based client authentication. An open issue is how the 

access control policy will be maintained. Ideally the list of people (and their DNs) who are allowed to 

access the results should be taken from GOC DB. On the ROC level, for example, only the ROC 

security contacts should be able to access results of all sites in their region while the site security staff 

should only have access to information about their sites. A nice-to-have feature would also be support 

for delegation, by which an approved user could delegate their access rights to another user (e.g. OSCT 

duty contact). 

Last but not least, approaching the end of EGEE-III experience with multi-level monitoring is supposed 

to provide enough feedback so we are able to continue in the EGI model. 

 2.3  Work-plan 

Having in mind that it's always better to start simple, we specified the following actions to be performed 

(listed in unordered manner). We suppose that most of the actions will be finished by the EGEE09 

Conference. 

 Obtain access to an existing ROC-level Nagios instance operated by the OAT/ROCs. 

This is needed for the members of the monitoring activity of OSCT to get better understanding 

about the underlaying technology. 

 Enable access control mechanisms on the Nagios server. 

Manual policy specification (e.g. a list of DN's) can be done at the beginning, but automatic 

management based on information from the GOC DB should be designed 

 Define and implement mechanism to encrypt information inserted into the MSG 

This involve discovery of proper digital certificate(s) to be used 

 Migrate the two SAM test already implemented (CE-wn-sec-crl and CE-wn-sec-fp) into the new  

EGEE-Nagios framework 

 Enable the tests and gather feedback from the ROC security contacts concerning processing the 

results. 

 Integrate other tests that will be defined 

One of the first probes is supposed to be Pakiti, for which we will consider using in both site and 

ROC level (despite the general focus of OSCT). 


