
Summary of Recommendations 
 

Data Management 
 

Federation  
 
1. The http plugin to xroot (e.g. to replace placement protocol - gridftp) requires 

focussed work to prove independence of the access protocols from xroot as 
implementation framework. 

2. A monitoring of the aggregate network bandwidth used via federation 
mechanisms should be establish to track relative balance between managed and 
opportunistic transfers / accesses. 

3. A list of technical topics to be followed up in the context of e.g. GDB should be 
drawn, and topical storage working groups should be launched and kept alive, 
focussing on: 

○ detailing the process of publishing new data into the read-only placement 
layer 
○ investigating a more strict separation of read-only and read-write data for 
increased scaling, stricter consistency guarantees and possibly definition of 
pure read-only cache implementations with reduced service levels (i.e. 
relevance for higher Tier sites) 
○ feasibility of moving a significant fraction of the current (read-only) data to 
world readable access avoiding the protocol overhead of fully authenticated 
protocols (assuming auditing to protect against denial of service attacks)  
○ investigating federation as repair mechanism of placed data; questions to 
answers would be: Who initiates repair? Which inter-site trust relationship 
needs to be in place? How proactive is this repair? (e.g. regular site 
checksum scans or repair & redirect after checksum mismatch) How is the 
space accounting done? How do we address the repair of missing meta 
data? 
 

Sequential point to point protocols 
 
1. There is currently no standard protocol for this purpose that could fully replace 

gridFTP as it is used now. Moving to recent versions and exploiting session re-
use will improve the reliability of the transfers and the efficiency for sets of small 
files.  

2. Some systems, namely DPM, should improve the support for xrootd. Especially in 
terms of latency and stability under high load.  

3. http(s) is the most promising standard protocol that has the potential to become 
the sequential point to point protocol of choice, in particular it covers the 
requirements well and can be also used in the context of storage federation. The 
recommendation is that the tests of the http(s)-based access should be 
continued, extended and explored at scale.  

4. The development of cloud-based access protocols needs to be monitored and 
different approaches to integrate cloud-based storage resources need to be 
investigated. The recommendation also encourages experiments to act whenever 
possible in synergy in this exploration phase. 

 



Managed Transfer 
 
A large fraction of the missing functionality is covered by improvements of new 
versions of gridFTP and the upcoming FTS-2.8 release. More will be addressed by 
FTS-3. The recommendation is to  

1. Update the FTS-3 design and work plan to cover the new requirements, such 
as the use of replicas and the management of  the staging process.  

2. Get prepared to design a multi-experiment test to verify that the features 
implemented in FTS3 meet the experiments’ requirements in terms of 
functionalities, robustness and scalability. 

 

Separation	  of	  archives	  and	  disk	  pools/caches	  
 
1. The experiments require the split among archives and disk caches. At a first 

analysis (to be verified in the next version), FTS seems to provide the needed 
functionalities to transfer data from the disk cache to the disk buffer in front of the 
tape system. However, thought should be given to if FTS is the most appropriate 
tool for scheduling, or if a different concept or architecture should be developed. 

2. Management of storage moves from within a single storage system and now 
involves the transfer layer. Experiment workflows must be adopted accordingly if 
necessary. 

3. None of the experiments want to “drop” HSM, as it brings useful functionality. 
4. The experiments think that the interaction between disk and tape within a Tier-1 

should not be considered any differently than any other data transfer. On the 
implementation side, they may prefer the idea of using a single system (e.g. FTS) 
to manage both transfers internal to Tier-1s as well as external transfers, as 
dealing with two different systems would be significantly more complex. In other 
words, As a consequence, whether data is resident at a Tier-2 or on a disk cache 
at a Tier-1, it can be archived in exactly the same way. 

5. This tool should have the ability to automatically pre-stage files when necessary 
to the experiments. 

6. The preferred storage configuration is to have a small disk buffer and a 
significantly larger disk cache. Data should not be accessed directly from the disk 
buffer, but copied to the disk cache first using FTS and accessed from there in 
order to achieve the best performance. 

7. The long term goal is for management of on-line and near-line storage classes to 
be managed by the sites based on experiment requirements, e.g. “we need 
access to dataset A with latency not more than Y seconds and overall bandwidth 
of X MB/s for N days”. 

 

Storage	  Management	  Interfaces	  
 
SRM  
 
1. Some key functionality offered by SRM are in use by the experiments. SRM is 

hence an integral piece of the current data management and storage 
management layer and will continue to be in use in the short/medium term (usage 
and software maintenance).This is necessary especially at sites hosting archive 
resources (i.e. Tier 1s), where there is currently no proved and agreed 
replacement at the moment. 

 



2. It is clear that while the concepts are still valid, SRM as a protocol and an 
implementation have probably a limited future as the "industry", in particular in 
the cloud ecosystem, has come up with new solutions that may provide more 
widely adopted solutions for implementing the concept of distributed storage.  
Experiments, middleware experts and sites should agree on alternatives to be 
considered for testing and deployment, targeting not the full SRM functionality but 
the subset determined by its actual usage. We strongly recommend a small 
working group be formed to evaluate alternatives as they emerge, call for the 
need of tests whenever interesting, and to recommend those shown to be 
working, scalable and supportable. 

 
Cloud Storage  
 
3. As of today, in the area of broader storage interfaces, such as cloud storage, all 

the required functionality is not yet available for these to be utilized widely. 
Experiments, middleware experts and sites should work together to match 
experiment requirements to emerging developments on these interfaces, leading 
to an integration of these resources as opportunities emerge. 

 

Storage and Site Operations 

Performance:	  Experiment	  I/O	  usage,	  LAN	  protocols	  and	  the	  requirements	  
and	  evolution	  of	  storage	  systems	  
 
1. WLCG should ask the ROOT I/O working group to come up with a synthetic 

benchmark emulating analysis for sites and others to use.  
2. In addition to storage space, LHC experiments should forecast the estimated 

IOPS and bandwidth per-job for the next 3 years, and provide these numbers to 
the WLCG. Correspondingly, storage solutions should provide the tools to 
measure per-job IOPS and bandwidth. 

3. Both remote I/O and streaming of the file should be supported in the 
short/medium term. However the trend to move towards remote IO should be 
encouraged by both experiments and storage solution providers, and should be 
accompanied by an increase in resilience of protocols. 

4. LHC experiments are able to support all protocols supported by ROOT and 
expect to be able to continue to do so in the future. This support should be 
maintained but the current direction of travel towards fewer protocols (in 
particular file://, xrootd and http://) is encouraged. Providing POSIX like access 
based on standard OS provided clients makes NFS-4.1 an interesting future 
candidate. The progress of the work that is still needed to bring the current 
implementations to a level comparable with xrootd should be followed up. 

5. Storage errors returned by the system and how they are handled should be more 
explicitly determined. The client libraries should add high level “intelligence” to 
recover from storage failures and whether this can be achieved in the ROOT 
layer should be determined. 

6. New storage technology or hardware should be investigated and employed 
(where sensible) by WLCG sites: 

a. we recommend a thorough technology review to consider what low level 
technologies could be exploited by WLCG sites. 

b. the body carrying out this review should also provide a mechanism to 
ensure that evaluations currently carried out by sites or interested vendors 
– can be communicated and discussed. 



7. Possibilities for much higher throughput computing should be investigated. This 
research should not be restricted to current data structures (ROOT) and should 
fully utilise cutting edge industry technologies, such as Hadoop data processing 
or successors, building on existing exploration activity 

 

Operations:	  Site-‐run	  services	  	  	  	  
 
1. Protocols: WLCG must ensure that the evolution of the protocols for LAN and 

WAN data access detailed in sections X and Y will be manageable by the sites. 
This should include consideration of whether the protocol is an industry standard 
and that the agreed protocols should be fully and correctly implemented in as 
many types of SEs as possible. 

2. Choice of SE: sites should be able to choose the type of SE they operate for the 
LHC experiments, based on requirements and their own environment, expertise 
and boundary conditions. Therefore the addition of new requirements that 
prevent us from adopting new technologies as they become available. 

3. Expectations on data availability and access: Experiments should make clear 
their expectations on reliability through the MoU or similar document to be agreed 
by sites and the WLCG MB. In addition they should reduce dependence on 
cached data following techniques described here. Where additional reliability is 
required, sites shall use ‘smart’ techniques and redundancy on block or file level 
to setup and operate this storage. 

4. Improved activity monitoring: 
a. Monitoring of files accesses, access frequency, etc. shall be done at the 

application and catalogue level.  Application level monitoring provides 
understanding of byte level file accesses and helps to optimize file 
structures to avoid I/O bottlenecks. Catalogue level monitoring (e.g. 
popularity service) helps experiments to optimize data (transfer) 
management which in turn helps to use site storage and network 
bandwidth more effectively 

b. We recommend to build a working group composed of technology 
providers and experiment representatives to study the available file 
access monitoring on both theSE and the application side. The group 
shall propose a standardized format to make this information available. 

5. Storage accounting. We recommend that WLCG  agrees to use the EMI StAR 
accounting record. (http://cdsweb.cern.ch/record/1352472?ln=en). All SEs used 
at WLCG sites should be able to provide the StAR accounting record which is 
expected to be ready in April 2013. An intermediate solution until that date is not 
required. 

However, VO wise accounting and the ability to query information on available space 
need to be implemented. 

6. Handling of data losses: LHC experiments should calculate and publish and keep 
up-to-date the acceptable file loss rates and the acceptable transient access error 
rates for sites. Accordingly sites in WLCG should create a common policy for 
handling data losses based on existing policies at sites (examples and principles 
provided in Appendix X). 

7. In the long-term WLCG should work towards considering “Storage As A Service” 
following the principles defined above. 

 


