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OBJECTIVE 
 
The objective of the SSC_1 is to test whether sufficient information 
was available and whether communication channels were sufficiently 
open, to be able to audit the execution of a trivial and non-intrusive 
job in the Grid environment.  Tracking of Grid credentials as well as 
process accounting would be necessary in order to respond coherently 
to the challenge. 
 
 
OUTLINE OF SSC_1 SUBMISSION 
 
The SSC_1 consists of a small, non-intrusive program written in the 
C-language.  The binary does not rely much on shared libraries on the 
target computer.  The binary was submitted for Grid execution using 
published procedures.  The Grid parameters of the job-submission were 
such that the job can be directed to a specific queue on the target 
site.  After the job submission, a waiting period of 12 to 24 hours is 
imposed in order to cool the tracks.  Then the alert was sent to the 
Security Contact of the site.  The alert contained some particulars 
about the job, and the Security Contact was asked to trace the Grid 
credentials used, and the actions associated with the execution of 
the job.  The security alert process was tracked in the Savannah tool. 
 
The LCG/EGEE Grid Sites of 10 Regional Operation 
Centers (ROC) were listed candidates for the SSC_1, 
i.e. AsiaPacific/Taiwan-LCG2, CentralEurope/CYFRONET-LCG2, 
France/IN2P3-CC, GermanySwitzerland/FZK-LCG2, Italy/CNAF-T1, 
NorthernEurope/SARA-LCG2, Russia/RU-Protvino-IHEP, 
SouthEasternEurope/BG01-IPP, SouthWesternEurope/pic and UKI/RAL-LCG2. 
In order to ensure that the data about the ROC sites and that list 
of Security Contacts were up-to-date, a small questionnaire was sent 
to the sites prior to the challenge. 
 
The Test Operator (TOP) was able to execute the challenge repeatedly 
on nine of the sites.  The Russia site failed consistently with 
an error message/condition already reported in Savannah #5525. 
An investigation revealed that a bug-fix is reported for this case. 
 
 
SUMMARY OF SSC_1 RESULTS 
 
Not all ROC sites have the Resource Broker (RB) on-site.  TOP tried 
to ensure that the RB which was solicited, was inside the Region. 
Even so, it must be assumed that information from an off-site RB 
comes at some additional cost. 
 
Well prepared sites were able to return a response in two to six hours. 
 
The recorded response times do not necessarily represent the time spent 



by the staff on tracing the job.  The SSC_1 had not been announced 
as a high priority test, and some sites allowed more pressing tasks 
to take priority.  At some sites the initial e-mail of the alert got 
lost or was thrown away. 
 
Reminders were sent to the three sites, i.e. CentralEurope, France 
and Italy.  By the end of June 2005, we had collected 9 responses 
from the 10 candidates.  In the end, all 9 sites provided relevant 
response information. 
 
Several sites got a little confused by the time stamps on the 
alert.  TOP used UTC consistently in all communication.  This was 
not sufficiently explicit, so one site got severely de-railed by 
time-skew at first.  Out of the 9 responses, 7 were essentially 
complete, 2 with a small reservation as to the time-zoning.  The 2 
suffering sites, CentralEurope and NorthernEurope, both missed out 
on tracing the IP-address of the emitting computer and the name of 
the submitted executable. 
 
 
DEBRIEFING INFORMATION 
 
The responding sites all provided a debriefing report, as requested, 
after their response had been received.  What follows is the summary 
of their comments. 
 
1). Was it useful for you? For staff on your site? 
 
All respondents considered that the exercise had been useful for them. 
Some alluded to the value as a training exercise, and also as a 
team-building activity.  At least one respondent said that he had 
discovered a non-conformity in the set-up of the logging at the site. 
 
2). Was it too easy? Too difficult? 
 
According to said goal for SSC_level_1, the respondents esteemed 
the level of difficulty to be about right.  Indeed, the challenge 
allowed the participants to check that information was available 
and that communication channels could be opened.  Nevertheless, some 
respondents experienced unexpected hardship caused by shortfalls in 
the set-up of the sites.  It may be fair to claim that the challenge 
have contributed a little to the strengthening of installation and 
operational procedures. 
 
3). How much resources were involved on your site(s)? 
 
The range of the response times varied from 2 to 363 hours.  It appears 
that sites with readily attainable security contacts, were able to 
provide the final analysis within 2 to 6 hours.  According to the 
reports, we may assume that 2 to 3 people were involved, at least 
some of the time. 
 
4). How could we improve? What should be done differently? 
 
-  Several respondents asked for guidance in executing the audit. 
A step-by-step recipe with recommended procedure would have been 
appreciated.  We already have three contributions which could serve 



as a basis for the guide - 
 
From AsiaPacific - 
   http://roc.grid.sinica.edu.tw/SSC20050503.pdf 
 
From Ian Neilson - 
   private communication at this time 
 
From Steve Traylen /UKI - 
   In Savannah document 100811 
 
- Security teams would be more efficient if all members had been 
registered as users of the Savannah tool. 
 
- One respondent suggested that he had been helped by the fact that 
temporary accounts had not been recycled in the lapse of time between 
the launch of the challenge and the alert.  The waiting time of about 
20 hours was possibly too short to ensure that the recycling process 
had been executed at all sites. 
 
- TOP noticed a general lack of attention to time zones. Legal time is 
a local political issue, details of which remote sites may be unaware. 
 
- TOP realized that in some cases the Security Contact was probably 
listed in his/her capacity as a participant at the security discussion 
fora, rather than as a member of an operations team.  The e-mail 
address of the contact should be a distribution list with several 
recipients in order to cover absences and other unavailabilities. 
If the Security Contacts had been required to confirm reception of 
the alert, then TOP would have been able to be more aggressive in 
the follow up of non-responders. 
 
- The respondents also made a few proposals for future Security 
Challenges: 
 
  -> Future challenges should involve denial of access at various 
  levels; 
 
  -> Future challenges should highlight problems by straining the 
  infrastructure. SSC_1 could be deterministically solved (in real 
  life the emitting UID would not be known); 
 
  -> A future challenge should involve one or more SE and replicas; 
 
  -> A future challenge should involve revocation of credentials and 
  VO membership; 
 
  -> Security Challenges should not be announced as such (but this 
  would require an extension of the mandate). 
 
 
 
 
 
*********************************************************************** 
 
 



RECOMMENDATIONS 
 
For the continuation of the Security Service Challenge level_1, 
we propose to tighten the procedure on the following points: 
 
  1). All Security Contacts expected to contribute to SSC_1 are asked 
  to register with the Savannah tool. 
 
  2). Dates and times will be expressed in UTC. 
 
  3). Alert and response processing: 
 
      The Site Security Contact acknowledges receipt of the alert 
      within one working day. 
 
      If no acknowledgment is received before the deadline, then the 
      e-mail alert is re-sent to the same address. 
 
      If no acknowledgment is received within a further 24 hour delay, 
      the Site is contacted by means of the telephone number registered 
      in the GOCDB. 
 
      If no response has been received within five working days from 
      the submission of the initial alert, then the challenge for 
      that Site is marked as incomplete. 
 
 
 


